SFS TC 06 - View Attempted Login Report

Test Description

This test case will verify the content of the Attempted Login report that is available to admin users of the SciFiSoftware (SFS)

app.
The Unknown credentials to log in with are:

Email Address: tsp2opt@yahoo.com
Password: Winter22!

The Ordinary user credentials to log in with are:

Email Address: user@example.com

Password: user123
The Admin user credentials to log in with are:

Email Address: admin@example.com

Password: admin123
Tested Requirements
SFS REQ 06

Test Preconditions

1. The app has been successfully deployed

2. The User who will view the report is known to the app and has admin role.

Step Test

1 Try to log into the app using the Unknown
credentials

2 Try to log into the app with the Ordinary user
credentials.

3 Click the Log out button

4 Try to log into the app with the Admin user
credentials.

5 Click the Report button

6 Inspect the Report page carefully

7 Inspect the table of Login Attempts carefully

Expected Pass/Fail

Verify the Login operation is unsuccessful, i.e.,
an error message is displayed.

Verify the Home page is displayed.

Verify the Welcome page is displayed.

Verify the Home page is displayed.

Verify the Report page is displayed.

¢ Verify an image of a spaceship is displayed.
¢ Verify a table of Login Attempts is displayed.

¢ Verify a button with text ‘Return to Home
page’ is displayed.

Verify the table has the following headers:

e Timestamp
e Email
e Status

* Message


mailto:tsp2opt@yahoo.com
mailto:user@example.com
mailto:admin@example.com

Click the Return to Home page button

Click the Log Out button

Verify the table contains a record about an
unsuccessful Login attempt, with Timestamp
format ISO 8601, Email value
“tsp2opt@yahoo.com”, Status value “Failure”
and Message value

“Credentials not recognized”.

Verify the table contains a record about an
successful Login attempt, with Timestamp format
ISO 8601, Email value “user@example.com®,
Status value “Success” and Message value

“Login successful®.

Verify the table contains a record about an
successful Login attempt, with Timestamp format
ISO 8601, Email value “admin@example.com®,
Status value “Success” and Message value
“Login successful®.

Verify the Home page is displayed.

Verify the Welcome screen is displayed.



